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What is the Requirement for Token-Based-Authentication?

A modern Enterprise authentication should offer

* Single-Sign-On
Users expect to login only once, usually just on their notebook.

Users should not additionally be prompted for username/password in applications.

e  Multi-Factor Authentication support
Solutions should leverage existing Multi-Factor-Authentication mechanism.

* No need to maintain passwords in applications
For security reasons no application should cache or maintain user passwords additionally.
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Preferred Protocol is OpenlID Connect

Why is OpenID Connect the right choice?

 Most comprehensive
Well-established protocol for authentication for internet and enterprise environments, with

huge offering on frameworks, covering all client scenarios (Web/Desktop/Mobile).

* Simple and Developer-Friendly
Uses JSON/REST and widely adopted formats like JWT (JSON Web Tokens), making it much
easier to implement and integrate compared to older protocols such as SAML.

« Variety of Identity Provider (with Broker also SAML supported)
Microsoft Entra ID (Azure AD), Google Identity, Okta, Keycloak, etc.
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How it works - OIDC Authentication Flow (Simplified)

End user Application (Client) _ _ Application (Server) / Backend
(Browser) (NHA, NJX, ONE, etc.) Identity Provider (NWO, NDV Serven
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What is the Id-Token?

The ID-Token is a JSON Web Token (JWT)

It is a security token that contains claims about the Authentication of an End-User.

The claims are a set of name/value pairs defined by the OpenlID Connect standard.

The token is cryptographically signed by a trusted identity provider.
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https://tools.ietf.org/html/rfc7519

What is the Id-Token?

The |d-Token is a JSON-Web-Token (JWT.IO)

Login Information (ID-Token, encoded): ID-Token (decoded):

{
eyJhbGei0iJSUZTINI TsTmtpZCI6T jkzNDFhYmM , .alg""RS256", .
OMDKyY 1ZmY 2AZOGUBMDN OTEWM j JKZDNINDQ 1Mz Header: "L(;c:)".:II?‘S;\;I.I:I'?bc4092b6fc038e403c91 022dd3e44539b56",
1iNTYilCJBeXAi0iJKV1QifQ.eyJpc3MiliJodH }
RwczovL2FjY291bnRzLmdvb2dsZS5jbh28iLCJhe
nAi0iI5MDk40TQ30TY20TAtNm1udGhxbW1tcDNy { viss":https://accounts.google.com”,
ZGBYNNY4dTRrZDNmcW8INTFpN3EuYXBwcy5nb29
nbGV1c2VyY29udGVudC5jb20il.CJhdWQi0iI5MD “aud":"909894796690-
k40TQ30TY20TAtNmTudChxbW1tcDNvZGOYNnY4d 6mnthgmimp3odm26v8udkd3fqo551i7q.apps.googleusercontent.com”,
TRrZDNmcW81TNTFpN3EuYXBwecy5nb29nbGV1c2Vy
Y29udGVudC5jb28il CJzdWIi0iIXxMTM50TY2NDk "sub":"113996649212263247479",
yMTIyNjMyNDcONzkil CJoZCI6InNvZnR3YXJ1YW
cuY29tTiwiZW1haWwi0iJ6aXZAc29mdHdhcmVhZ Payload: "hd":"softwareag.com”,
y5jb20iLCJ1bWFpbF92ZXJpZm11ZCI6dHI1ZSwi “email”:"ziv@softwareag.com”,
YXRfaGFzaCI6IMRiN1htS303Q012SDhLQXhKMK5 ~email verified":true, )
0THeiLCJub25jZSI6ImVINDCXZmU5S0DM5ZTQ5MM ::,—:::he &iﬂﬁgﬁ;ﬂ;ﬂiﬁ?gﬁ?;;&;f%,,
NhNjcxNTdjZmYzNTY3Z jgzIiwiaWFeIjoxNjM40 viat"1638998677, '
Tk4Njc3LCJ1eHAI0jE2MzkwMDIyNzd9. Fn_j9fL
1Ve8wug7e726BtPZXzLWQOvUZSqg091MP1BWZOC “exp":1639002277
FkR17v0lkh7n6FegvIgLXArq5d- }
7B37N6EmvwiWr JULEFWGCOCibLwAdTn304G4KYoE
uU5qsQBkv78iSri2hp-8FeBH3VXfEwm4Ct- Fn_j9fL1Ve8wug7e720BtPZXzLWQOvuZSqg O9IMPIBWZOCFkR 17vOlkh7n0FegvigLXArq
qrc2RuA7Ey jh4MUABUC6EXFgk@jfGsted jOKMh_ 5d-7B37N6EmvwWrlUiEFwGc0CibLwAdTn304G4kYoEuU5gsQBkv70iSri2hp-
NC8@TaQaBGzDI7INGLqq7I1i7tmJ2MDk2rgefYqg Signature: OFeBH3VXfEwm4Ct-

I173cCXGFODTP7tQiUggzHBoFBSTgmdXFpExEBMB
mVSvuYyYJQu38kBGALG601vCaSBXF_C8vzD_4nK
Z6qusZEUginPBUABI3YGICST4iTeKyRH7cG9BEwW
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grc2RuA7EyjhdMUABU c6 EXFgkOjfGste4jOKMh_NC00TaQaBGzDI7INGLqq71i7tmJ2MDk
2rgefYqglZ3cCXGFODTP7tQiUggzHOoFBSfgmdXFpEXEOMBmMVSvuYyYJQu38k0GALG6O
ivCaSBXF_C8vzD_4nKZ6qusZEUginPOuA8I3YGICSf4iTe KyRH7cGIOEwW
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Id-Token Validation

What needs to be considered?

- Validate Signature
Verify that the ID-Token signature is valid, using a certificate which is stored in the JSON Web Key Store (JWKS).

Applications can store certificates locally to improve performance, as they are not changed frequently.

«  Verify Issuer and Audience
Verify that the value of the “issuer” claim in the ID-Token is equal to expected issuer

and the value of "audience” claim is equal to your applications client-Id.

*  Verify the expiry time
Verify that the value of the “expiry” claim of the ID-Token has not passed.
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How did we apply this
to our products?




Natural for Ajax — Supports OIDC

Single Sign On (SSO) with OpenlD Connect (OIDC) — Natural for Linux and Cloud (only)

¢ " User aUthentlcatlpn 1S delegated = S mafj';‘lr:rlnj“ Configuration and Administration Tools
to an OIDC Identity Provider. Natural for Ajax
Save O Reload
" Prerequisite is WeblO server, Session Configuration b = st -
which supports SSO with OIDC. PN —— & secsion Timeont -
. . o . Ajax Configuration D B SsuTLs (+]
* Configuration and Administration Vontonng Too @ [ openid Connect ®
tool supports corresponding 8 Jaas ®

Responsive Logon Page D

OIDC settings.
® Cancel Session Configuration / Edit Session

= QOIDC can be activated per session
definition.

General Natural Connection Authentication Natural Application Web 1/0 Pages

Natural Server Type (7]

Default

OpenlD Connect Authentication

@ OpenlID Connect (OIDC) e ©
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Natural for Ajax

Single Sign On (SSO) with OpenlD Connect (OIDC) — Natural for Linux and Cloud (only)

Logon To Natural

Connection Details

Session ID NaturalAjax - OIDC - PAM - Linux - Azure Cloud- Demo
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Pick an account

lvanetic, Zvonimir
zivi@softwareag.com
Connected to Windows

Use another account

© 2026 Software GmbH. All rights reserved.

A

Natural Web I/0 Output

*INIT-USER: ZIV HCST: natural-ha-vm-1
*USER: ZIV Natural Cruise Planning - Menu 12:40:41

1.) Select Cruise by Id
2.) Read Cruises

3.) Finish

Select Program: ﬂ:l

Fl-Help F2-Select F3-Stop Program
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Natural for Ajax

Single Sign On (SSO) with OpenlD Connect (OIDC) — Responsive Pages

NaturalAjaxDemos

Home

Search All Samples

New Samples in Versions
Non Responsive Samples
Responsive Samples
Accessibility

Performance Guidelines
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— Natural
i Natural for Ajax

Welcome to the Natural for Ajax Examples

Natural for Ajax enables Natural developers on Windows, UNIX and mainframe platforms to develop and use Natural applications with a browser-based user interface

searsnane

Responsive Pages

A big variety of responsive controls is supported.

L
)

Charts and Maps

Controls for charts and maps - like Openstreetmap - are supported for responsive and non responsive
pages.

Non Responsive Pages

When converting Natural Maps to Ajax pages often the non responsive control set is used. This allows

to render the pages with exact pixel positions.

PDF Reports

PDF reports can be dynamically generated. The report layout can be defined as template or
dynamically at runtime.
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Natural Availability Server (NHA) - Supports OIDC

Single Sign On (SSO) with OpenlID Connect (OIDC) — Natural for Linux and Cloud (only)

Open Id Connect Authentication

» Configured in "application.properties” file (see Online Documentation)

= | Natural
4

r |
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Pick an account - *INIT-USER:
*USER: HA_Test - Menu 09:51:56

Ivanetic, Zvonimir
@ ziv@softwareag.com

Connected to Windows

Natural Availability Server

Version: 9.3.3

Use another account
4_ 1.) Test Employee 9.) Finish

2.) Test Global
3.) Test Workfile
4.) Test Update

select Program: [ |

Fl-Help F2-Select F3-Stop Program
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‘Token-based authentication support (OIDC with NHA)
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