Newbie’s Guide to IoT
Where to begin with the Internet of Things

by Amanda Brown
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Foreword
I was once an IoT newbie. When I took on my role as an Internet of Things (IoT) product
marketer, I knew I had to figure this “thing” out, and quick.
I was told the Internet of Things is changing the world, creating new products and services for
consumers and bringing a level of automation and insight to businesses never seen before.
But I had so many questions!
As I dug in deeper, I realized I wasn’t alone. There are a lot of us outside the IT department who
want and need to understand the IoT. That’s why I’ve written the “Newbie’s Guide to IoT” to cut
through the sales garble and technical details to explain the IoT in everyday language. This
guide assumes no prior knowledge and is written to help anyone who needs (or wants) to get
up to speed on the basics of IoT to do so quickly. Look for 10 tips sprinkled throughout to help
you make the most of the IoT, starting with your very first project.
While this guide was my undertaking, it wouldn’t have happened without support and direction
from Jeremy Hill. The gorgeous illustrations are by Chris Phillips. We hope this guide informs
and inspires you.
Welcome to the World of IoT!
Amanda Brown, Once an IoT Newbie
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Intro
What is the Internet of Things in real,
human language?
If you’ve searched for “Internet of Things” on the web, you’ve found
seemingly endless articles to read. The same is true for acronyms,
a technical alphabet soup of IIoT, SaaS, REST, MQTT, LTE-M, SCADA,
SOAP … it’s enough to give you a headache.
Here’s your relief. This guide looks at the IoT through the eyes of
a businessperson—a non-developer who wants to take advantage
of IoT but isn’t clear what it is or what it has to offer.
As a businessperson, you need to know about IoT. You already know
the business. You know your customers and, if armed with the right
information and technology, you will be the one to come up with
brilliant innovations to improve business practices, products and
customer services. You might even create new business models
and revenue streams based on IoT.

In short:
 Part 1 – IoT basics, benefits and how it works
(without getting technical)

 Part 2 – What’s needed to make IoT a reality
in your organization

 Part 3 – Our shameless plug,
why we are IoT experts
Let’s make YOU an IoT expert. OK, maybe not an expert, but at least
equipped to speak intelligently about IoT with your colleagues and get
inspired about innovating with the Internet of Things.

Here we go.

This easy read doesn’t require a software engineering degree to
understand IoT. Everything you need to know about getting started
on your IoT journey is in Parts 1 and 2. Part 3 introduces you to
Software AG's Cumulocity IoT platform, but you won’t find another
mention of it before then.
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 Tip 1

Part 1: So, what is IoT?

?

At its most basic, the Internet of Things is a way of connecting physical
“things” to the internet and generating data from those “things” to
help you better understand what’s happening around you or within
your business.
A “thing” is any object (even people) equipped with a sensor or
measurement device. The sensor collects data, such as temperature,
weight or location, about the “thing” it’s attached to and sends it
on for analysis.
By using sensors to track measurements, events and alarms from
these “things,” you can make decisions or take action based on the
data they provide. Your data can also be used to automatically control
other devices and machines, allow them to control themselves, or
even do things like report themselves for maintenance. This wealth of
information can be collected and used to create a new view of your
business, so management understands and runs the business better.
Let’s go through this step by step.
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Why should I care about IoT?
The IoT is not just a popular technology you use as a consumer
(i.e., Fitbit® watch or another consumer device). It could be the
key to making your business a real disruptor—say by offering
a product or service that never existed before and understanding
your customers a LOT more.
To truly be a disruptor, you must be agile, understand your business,
customers and the environment in which they operate—in detail.
These components are in constant evolution. That’s why you
need IoT. Insights from your IoT data enable you to recognize and
act on customer and partner “wants” and discover them before
your competition!
If that was not reason enough to care about the IoT, another is your
customers and partners are demanding an increasingly digitalized
experience in all their interactions.
A perfect example of this “Connected Customer Experience” is
a delivery service. Drivers deliver goods in the same way they always
have, getting customers to sign for goods. Yet by using the IoT for
tracking, a lot more information is available to the business, customer
and originating supplier about deliveries, drivers and time slots,
in real time. This whole chain is frictionless and transparent to the
driver, supplier and consumer and is enabled through several
gadgets, including the driver’s GPS-enabled hand-held device.

Another big disruptor is the move toward a new paradigm:
Everything-as-a-Service. Product ownership is evolving toward
service consumption models, in which we only pay for what we
use, rather than owning something outright. You’ll see this frequently
in software offerings, such as email services and cloud-based office
productivity services. They’re also showing up in unexpected places,
such as city bicycle rentals (where you rent a bike through an app),
coffee machines and even industrial equipment.
This is only possible because of the IoT and smart devices.
A rented bicycle must be connected to the internet to record its
location, interact with a renter’s app through cloud servers, and
then send commands to lock or unlock the bike, even take itself
out of commission if it needs a repair. Manufacturing plants are
getting smarter too, as well as the cities we live in.
The Internet of Things is the key enabler for this new connected world.
Being connected via the IoT is vital to YOUR success in this new world.
A great product or service that is not connected will be less successful
than a connected one that has a service-oriented business model
focused on making life easier for the customer. Companies that fail
to grasp and act on this reality where appropriate are tomorrow’s
dinosaurs. And we all know what happened to them.
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An IoT example
Caffeine matters
Companies that create products or provide product-based services
(usually hardware and/or machines) must regularly monitor and
maintain those machines to keep them operating without service
disruption—either due to hardware failure, running out of consumables
or to reduce employee risk because of safety issues. For example,
the fancy coffee machine where you get your morning cup of latte
at your office likely isn’t owned by your company. It is probably
provided as a product-based service by another company, say Taysty
Brewing Co. Taysty is actually responsible for the machine itself and
its routine maintenance.
By connecting hardware or machines like Taysty Brewing’s “Coffee
Maker 5000” to the internet, suddenly, that machine becomes
“smart” and can be monitored from another location. Taysty Brewing
can receive real-time alerts of problems and address them in
a timely fashion.
Why does this matter? It matters because Taysty Brewing can now
offer a service level agreement (SLA) to your company that ensures
you will have delicious, hot lattes ready for consumption any time
you want them. Your company doesn’t have to worry about hiring
maintenance people to troubleshoot and fix the coffee machines.
Instead, the machines will send information directly to Taysty Brewing
when maintenance is needed or a problem occurs, possibly even
automatically scheduling a maintenance visit to fix the machine.
Which let’s face it, is great news, because office life without caffeine
is … not smart.
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How does Taysty Brewing Co.
guarantee its energy-packed cup
of goodness?
Primarily made of four component parts, the diagram below shows
how these parts connect and interact to form an Internet of Things.
This is not just true for Taysty Brewing but is a general model for all IoT
systems. Let’s give a brief explanation of each and then look at how
this plays out for Taysty Brewing Co.
Devices

Edge technology

IoT
platform

Enterprise
system

MES
ERP

Gateway

CRM
SaaS

Edge
server

Local
communication

SaaS
Long-range
communication

Device
A device is the object on which a sensor is included or placed.
The sensor collects information about the object or its surroundings
and sends the data directly to the IoT platform or an on-site server.
The sensor collects data on physical variables, such as temperature,
vibration or pressure. In some cases, IoT-connected devices may be
able to self-regulate these variables, like increasing or decreasing speed.

Edge technology
The “Edge” is not only a member of Irish rock legends U2, but the point
where a device can connect to the Internet. Edge hardware is typically
housed in the same physical location as the device or very nearby.
Edge technology may gather and summarize data before sending it on,
as well as make decisions based on the data it receives.
Edge is an option, not a requirement of an IoT system. Edge technology
is typically introduced to improve speed, as well as ensuring the
system does not break if the IoT platform cannot be reached for some
reason. All devices connected to the edge can be monitored and
managed locally. The edge can also be much simpler, just providing
a secure gateway to connect devices safely to the public internet.

Back-end
integration

 Tip 2
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IoT platform
Your IoT platform is the software that connects all the elements
that make up your IoT ecosystem, including IoT device connectivity
and IoT device management, analytics, integration, and dashboard
or application creation. This is where data from all sensors, from all
locations, comes together in a meaningful way. This data can be
stored in an “IoT data lake” for later analysis and can also be used to
trigger actions in real time, either at the device or somewhere else in
the business or supply chain. Edge technology may have aggregated
the data already locally, so not every data point is necessarily sent
to the platform.

Enterprise system
These systems are made up of the applications a company uses
to run its business. They span operations, sales, HR, facilities,
distribution and any number of other departments depending
on how each needs to use information from, or interact with,
the devices in the IoT infrastructure.
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How Taysty Brewing Co. might set
up its IoT solution
As employees regularly enjoy cups of coffee at your company, the
machine will need routine maintenance to keep up with demand.
Using an IoT solution, and without stepping foot into your offices,
Taysty Brewing can remotely monitor the coffee machines to
ensure they are operating properly.
Let’s assume that the temperature of the hot water in the
machines is being monitored at Taysty Brewing’s HQ. A decrease
in temperature would indicate the need for machine maintenance.
Perhaps a heating element has failed. To ensure your employees
remain happily caffeinated, Taysty Brewing monitors the temperature
readings and sends a crew to perform maintenance when the
temperature falls outside a specified range.

Devices

Edge technology

IoT platform

Enterprise system

Temperature
sensors on every
coffee machine take
real-time readings.
Each sensor has
“firmware” software
installed on it. This
is the software
that will connect to
and send data onto
the edge.

Data from
temperature sensors
is collected at the
edge, possibly
aggregated, or
processed locally
using IoT software
and then sent onto
Taysty Brewing’s IoT
platform. If there is
a sharp, unexpected
spike in temperature
from one machine,
the edge software
will immediately
send an action to
the machine to
shut it down to
prevent injuries.

Taysty Brewing
services numerous
large companies
all over the world.
By connecting to
the edge servers at
each client’s offices,
Taysty Brewing
can remotely
collect temperature
readings from all
their clients in
real time.

To gather more
intelligence from the
temperature data,
the data can be fed
into and stored in
such a way that it
can be accessed by
enterprise systems
that can provide
more insight.

So, in the case of Taysty Brewing, here is what might be happening
at each point in the IoT system:

The IoT platform
Taysty Brewing
uses will be able
to monitor the
temperature data
as it is received.
This could also kick
off actions, such as
sending out a local
maintenance crew
to repair a machine
that isn’t performing
as expected.

By doing this,
Taysty Brewing
can begin to
recognize patterns
of maintenance
and send out
crews proactively,
decreasing costs of
damaged hardware
and … keep
customers happy.
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IoT application categories

Consumer applications

The scope of potential projects covered by the term “Internet of
Things” is big, like really big. This is the case because the opportunities
for designing IoT systems really are enormous. As long as there
is a device that can communicate back and forth over the Internet,
the potential for it to be part of an IoT scenario exists. That’s what
is exciting everyone about IoT!

Consumer applications focus on a single individual or family as
the buyer and user of an IoT product or service and usually involve
smart home and personal monitoring applications. These are devices
you wear on your body or use in your home. Examples include
“smart” watches, thermostats, lights, vacuum cleaners, Amazon Echo®,
HomePod™, etc.

That said, IoT projects generally fall into one of three categories when
it comes to the application of the technology. The primary differences
between categories are the device types, the user and scale of the
project. Let’s take a look at those application types.

Industrial applications
Industrial applications focus on supporting specific machinery,
often within a factory or agricultural setting. This type of application
is referred to as Industrial Internet of Things (IIoT).
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These applications are primarily focused on improving the business,
either by gathering data for insights, automation of some kind, or other
areas such as monitoring for machine maintenance. A few examples
of IIoT use cases include:
• Smart factory warehousing applications
• Predictive and remote maintenance

Commercial or enterprise applications
Commercial or enterprise applications focus on places outside the
home that are regularly visited by large groups of people, such as
buildings, retail spaces, airports, professional offices or even cities.
Examples include:
• Smart cities: outdoor lighting, trash collection, transportation

• Freight, goods and transportation monitoring
• Connected logistics

• Smart buildings: energy efficiency and HVAC, smart temperature
and lighting
• Retail: in-store promotions, shopper analytics, vending machines,
smart ordering

• Smart metering and smart grid
• Smart farming and livestock monitoring

• Hospitality: energy efficiency and HVAC, customer service scoring,
location-based information, hotel room access, personalized
experiences, predictive maintenance

• Industrial security systems
• Energy consumption optimization
• Industrial heating, ventilation and air conditioning

• Healthcare: virtual care, wellness and prevention, patient monitoring
• Entertainment venues: attendee location monitoring, smart
temperature and lighting, point-of-interest location alerting,
increased security

• Manufacturing equipment monitoring
• Asset tracking and smart logistics
• Ozone, gas and temperature monitoring in industrial environments
• Safety and health (conditions) monitoring of workers

Sources: https://ubidots.com/blog/iot-consumer-vs-commercial-vs-industrial-main-overview/,
https://biztechmagazine.com/article/2018/05/how-sports-entertainment-venues-use-IoT-makestadiums-smarter https://www.revfine.com/internet-of-things-hospitality-industry

Source: https://www.networkworld.com/article/3243928/what-is-the-industrial-internet-of-thingsessentials-of-iiot.html
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Seriously though, why all the fuss?
While the coffee example is a simple one, try to imagine this type of
setup at a much larger scale. Given the incredible flexibility IoT offers,
companies across the globe are considering new and innovative ways
to incorporate IoT into their businesses.
We’ve talked about all the data and insights you can get from the IoT.
How does that translate into real business benefits? At a strategic level,
what can it do for your business? The ways companies are innovating
in a broad range of sectors are constantly evolving. But companies
expect IoT to help them achieve any combination of the following:

Shift to service models
Just like Taysty Brewing, rather than selling coffee machines, service
programs, upgrades, etc., to its customers, the company can operate
in a “cost per coffee” model. The company can rent the machines and
pay for the services Taysty Brewing offers. This model offers additional
revenue opportunities and ongoing subscription-style revenues.

Taysty Brewing Co. might sell new coffee flavors or cups, spoons,
etc. based on its knowledge of usage or it could sell the usage data
analyses to third parties, like cup producers. The opportunities of
selling data insights are endless.

Operate more efficiently

Create new revenue streams
Companies can use the IoT to enable new industry-specific revenue
streams. They can productize their data insights for industry peers or
act as a bridge between existing systems, using data as an addedvalue service in a product bundle.

The IoT can help companies understand how its assets are being
used and optimize them to reduce failures. This essentially gives you
visibility into what is happening right under your nose! The data can
provide insights into where materials or resources are being wasted
and processes can be streamlined. There’s nothing like unplanned
downtime to ruin your day. Can you imagine a coffee machine going
down on National Coffee Day?!?
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Control costs

Example Use Cases

Insights into how a company or process operates allow operational
teams to look at where cash is being burnt, whether through
underutilized assets, downtime, maintenance or poor processes.

While the business benefits may seem trivial, the impact of an IoT
project can be substantial and financially beneficial. Here are
a few tangible real-world examples we’ve anonymized to protect
the innocent!

Differentiate from the competition
IoT can set your company head and shoulders above your
competitors—whether it’s through new services and products that
disrupt or improved customer satisfaction. One of the greatest
benefits of IoT is the ability to identify trends that allow you to stay one
step ahead. How happy would you be if Taysty Brewing Co., before
a strenuous work week, suggested you order (or even automatically
orders for you), extra strong espresso which arrives on the Friday
before that week?! #winning

Increase employee and customer safety
In industrial settings, where assets work at peak performance
continuously, safety is paramount. The same can be said for consumer
settings, such the IoT systems in cars or Taysty Brewing’s coffee
machines. IoT can help predict when maintenance is needed, take care
of software updates, and schedule planned downtime automatically.

Example #1: Kicking back with a coffee
“Cookin’ Coffee Company” is a key supplier of premium coffee and
coffee machines for businesses. Cookin’ Coffee recognizes that more
and more of its customers desire connectivity. This connectivity
provides Cookin’ Coffee’s customers with deeper insights into product
usage and often allows its customers to decrease operational
expenses, increase environmental awareness and innovate with new
service offerings. To the delight of its customers, Cookin’ Coffee rolled
out an IoT solution that facilitates the collection of data from vending
machines for stock and operations management applications, all
powered by an IoT platform. The IoT solution provides Cookin’ Coffee
with real-time stock and sales analyses, a unique configuration of
machine operations, a set of stock-level business rules and integration
to Cookin’ Coffee’s business systems.

 Tip 3
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Example #2: A transport tale
“Tracking Trucks Co.” is a manufacturer of sophisticated electronic
solutions in the fields of automation, networking and electrical
technology. Tracking Trucks has 440 employees serving smallto medium-sized enterprises (SMEs) and original equipment
manufacturers (OEMs) around the world. Tracking Trucks adopted,
branded and configured the IoT platform to initially focus on tracking
and advanced IoT analytics of the use of industrial and agricultural
vehicles and their environmental impact. Using a fully rebranded
dedicated edition of their chosen IoT platform, Tracking Trucks offers
real-time monitoring of connected industrial and agricultural vehicles.
Its customer, Transport for London, is aiming to connect 5,000 buses,
analyze emissions and provide predictive maintenance capabilities
to the bus engines.

remote configuration of industrial air compressors; and customized
management, operational and technical dashboards. Each IoT
platform instance is fully rebranded for each Air & Whirl brand,
providing a uniquely branded customer experience that distributors
and service partners can offer.

Example #4: Shining a light on IoT in smart cities
Using an IoT platform, “Grean Light” reduces the energy consumption
and outages of streetlights by using real-time condition monitoring
and control. Grean Light’s cloud solution consumes luminescence
and energy measurements. It controls a mesh network of Grean Light
objects to dim streetlights based on calculated sunset/sunrise, local
luminescence and thermal profile. Not only does the smart city lighting
reduce energy needs, it makes the community safer and lighting
convenient for citizens.

Example #3: IoT is not just hot air
“Air & Whirl LLC” adopted and configured its IoT platform to provide
condition monitoring for its highly important industrial air compressor
business. Air & Whirl chose air compressors as a first deployment
for the IoT platform because of the need for a secure and unique
IoT platform for the distributors and service partners for each of
its 16 brands. This IoT solution provides Air & Whirl with: real-time
monitoring of various operational parameters on its air compressors;
real-time detection of fault situations; online storage and ondemand distribution to the correct Air & Whirl service partner;

 Tip 4
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Is data the new oil?
In all the examples we’ve talked about, from Taysty Brewing to
streetlights in smart cities, information and insights have played
a central role in the IoT deployment. Without data from sensors,
your business and the system would know nothing. Everything
you did would be a complete guess. Your system would be a failure,
closely followed by your business!
IoT, and the data its sensors produce, allows your business to react in
real time, automate physical and digital processes, assess equipment
performance, and predict future outcomes.
Now, if you have hundreds of sensors, taking thousands of readings
a day, that is a lot of valuable data. The trick is learning how to use it!
Any IoT platform worth its salt will have a way for you to store and
analyze your data, both in real time and in the longer term. We talked
about a “data lake”—this is that storage space. The platform should
also have powerful tools that can help you analyze your data, both
as trends over time and in real time.
But this data can also be used to look for things you don’t know.
Come again? Perhaps there is relationship between two pieces of
information and a “strange” outcome that seems to show a correlation
between two areas of your business you previously did not consider
to be related. Perhaps production is dropping because of the way your
maintenance regime is run. Or perhaps a particular region is doing
something really well because they have developed a new process,
and it should be replicated across the business.
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This is where machine learning applied to your data lake or a subset
of it can be hugely powerful. With the best will in the world your
team cannot plough through millions of pieces of data to find
relationships, but a machine can. Machine learning lets computers
look for relationships and patterns in data and present them back
to you. It can unlock untapped business opportunities, cost savings
or ways to improve processes. All of this can directly impact your
bottom line.
Data really is the new oil. It can tell what is going on previously
undetected. Data from an IoT implementation screams to be
heard and you must make the most of it, rather than becoming
overwhelmed by it.

Industry insights
If data is the new oil, businesses are all clambering to determine how
they can use it to their best advantage, whether to increase customer
satisfaction or develop new ways to do business. Let’s look at a few
industries especially interested in IoT.

Industrial machine builders
These businesses are hyper-focused on efficiency and reduced
downtime in their operations. Any data they can get their hands on that
allows them to remotely monitor machinery and predict maintenance
requirements is very valuable.

Discrete manufacturers
Discrete manufacturers are not new to automation. They have been
using programming and sensors for many years to produce new
material—like cars, computers, medical devices and many other
products. The introduction of IoT has, however, made them wildly more
effective by allowing integration with this data and delivering decisions
in real time. It’s also made it possible to decentralize and automate
decision making.

Process & natural resource manufacturers
Process manufacturers are not new to automation either. While the
products that come out of their processes—like pharmaceuticals,
paints and cosmetics—might be different, many of their goals match
discrete manufacturers. They too are hoping to improve efficiency,
accuracy, safety and quality within their manufacturing by using
the Internet of Things.

Telcos / carrier service providers
Telcos have the infrastructure to support thousands of devices in
place already. With the addition of IoT, they can become IoT service
providers for their customers or bundled resellers.
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Oil & gas / energy
In addition to wanting to operate more efficiently and cost effectively,
this industry is also responsible for regulating its contribution to
pollution. Companies that emit chemicals into our air and water need
real-time notifications if they reach their maximum allowable spewage.
Also, real-time insights into the operations of pumps, valves and other
machinery in oil fields help in maintaining a safe working environment.

Utilities
Hauling and filtering water from a local stream isn’t on the daily task list
of those of us privileged enough to have running water. Since water is
one of our most precious resources, utilities companies must monitor
customer usage so they can automatically shut off in cases where
usage doesn’t match flow—a clear indicator of a leak. Sensors on valves
and meters can alert the company of problems. The same is true for
other utility companies. Another example of IoT for utilities is a power
company that might want to monitor real-time energy consumption
for demand-based power generation and distribution.

Healthcare
The use of IoT in healthcare is wide ranging. Medical monitoring
devices is a growing focus and so is equipment tracking, such as
monitoring medical equipment by the manufacturer or even by
a hospital. Healthcare companies can track usage, location and
maintenance needs, ensuring the equipment is properly maintained
and ready for use.

 Tip 5
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Transportation & logistics

Retail

Here’s an industry in constant motion. With freight to protect and
fleets to oversee, it’s easy to imagine how IoT in logistics can support
monitoring and tracking of assets at scale. Telematics systems,
traffic feeds and environmental sensors can all be used to maximize
productivity and customer satisfaction while also monitoring driver
safety. The IoT makes it possible to predict undesirable events, like
blown-out tires. No one likes coming across those hazards in the road.
They are dangerous and cause unplanned costs and downtime.

Data mining used to be a huge difference-maker for retail. We’ve all
heard the adage that people who purchase diapers are also very likely
to purchase beer, so placing those two items near each other in
a store could give you an uptick in sales. With many people glued to
their mobile devices, retailers have an opportunity to better understand
buying habits in order to make stronger marketing plays to attract
them. For example, your company might have an app that has
geo-tracking, user permitting of course. What if you could identify
when someone is browsing one of your stores and you could pop up
a “while you’re in the store, check out our 99% off deal on shampoo”?
Using IoT, you can point your shoppers to the products you want
to sell while they’re standing in your stores.

Municipalities
When you walk down the street in your neighborhood, you’re probably
not thinking about how your town is managing its budget. You’re
simply getting some exercise. But decisions are being made about
how to best keep your town and its people safe. How many drivers
are on the road monthly? What repairs should take priority? When
do the playgrounds need updates to ensure the next generation is
playing safely? Is there enough lighting at night? Are residents safe?
These are all IoT use cases that municipalities are implementing to
make your life a better one.

 Tip 6

Leisure & entertainment
It’s easy to imagine how the IoT could impact our traveling lives—from
visiting sports events and concerts to improving your hotel experience
during your next business trip. Smart devices within your hotel
room might prevent you from having to touch the light switches or
thermostat. You may have a device that tells you the weather in the
morning and any relevant hotel activities—like the free dessert being
offered this evening! At a large facility, smart building solutions can
help reduce energy usage for the HVAC and water systems and even
improve security—all leading to a happier consumer experience.
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Part 2: Making IoT real
By now, you must be thinking “I need some of this IoT stuff in my life!”
There are several different ways you can make IoT a reality in your
organization, different partners you can work with and methods of
deployment. On top of that, you’ll need to build a business case for
such a big-impact project. You may already have strategic business
goals you can see mapping to IoT. Or maybe you see IoT as a way
to set that strategic direction. Either way, you’ll need some guidance
to make your IoT dreams come true.
This section helps you understand the various components of an IoT
project, the different ways that you can deploy and work with others,
as well as key considerations when building your business case.
Let’s go.
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IoT’s puzzle pieces
We looked at a few of the components of an IoT project back when we
were enjoying a latte with Taysty Brewing Co. That was just a small look
into a few of the pieces that make up the spectrum of IoT components,
some of which are optional and others that are not. Let’s review the
ones we know and highlight a few others.

Devices
Remember, devices carry the sensors that collect data and send it on.
There are many kinds of devices, some sophisticated, others simpler.
The simpler ones usually only send data while the more sophisticated
can also receive data, instructions and firmware updates.

Device management
Depending on the scale of your IoT project, you may have five
devices you’re measuring, or you may have 100,000. That’s a really
big difference when it comes to connection, communication,
data storage, monitoring and maintenance.

Diving into device management
Let’s break it down a bit.

Connectivity: First, each device must communicate the
measurements it takes. There are many different modes of
connectivity, such as wired, wireless/cellular, Bluetooth®,
Wi-Fi, LPWA, LoRa®, etc. Each device has a specific way in
which it can receive and send data. There are many different
communication protocols that can be used to support this.
Authentication: There must be a way to check that the
connected device is the device you believe it to be. This is
usually tracked by a unique ID number. This ID is used to ensure
that only your devices are connected to your IoT. Your data and
your customers’ data is valuable. So it’s important your devices
only send and receive information from YOUR IoT platform. You
don’t want to risk someone snagging it during transfer or trying
to take control of your devices. No hackers wanted here, thanks!

Monitoring and maintenance: You need to be aware
of your devices and make certain that they are up to date
to prevent downtime and security vulnerabilities. To this end,
you will also need to fix software bugs and add enhancements
to the devices as the manufacturer provides updates to
the firmware.
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Edge technology
We covered edge technology earlier but now it’s time to understand
WHY it’s so important. Don’t forget, we are simply referring to data
that is processed close to its source or “at the edge.” This is important
to IoT projects because the measurements taken by the devices may
require immediate action. If the device must send data to the IoT cloud
platform to process and analyze it and then send it back to the device
location, the time this takes could cause irreparable damage.
For instance, if you have sensors measuring vibrations on a large
piece of machinery, such as a wind turbine, and it begins vibrating
so much that it could cause harm to the machine or people near it,
it must be shut off immediately. By processing this information at
the edge (where the wind turbine is located), you receive faster
insights and could save significantly on machine damage or prevent
employee injuries.

Digital twins
Digital twins are another consideration when it comes to building
your business case and selecting vendors. The exact definition of
a “digital twin” varies depending on who you talk to about it. One way
to describe a digital twin is: a virtual duplicate of a physical device.

Think 3D printing. When the item is on your computer, before printing
it, it is only digital. After it’s printed, the virtual copy on your computer
is a “digital twin” of the item in your hand. Other definitions may also
include visualizations of expected results for performance comparison.
OK, we’re getting a bit techy here. Just be aware that these exist
and depending on the industry you’re in, a digital twin could be one
element of your project.

IoT platform
Your IoT platform is the culmination of all the “things.” It’s where
you manage and monitor connectivity, access analytics and create
integrations to other software, and it’s where the data from all the
sensors, from all locations, comes together, usually in the cloud.
It’s your hub, where all “things” come together. You get it.

Data
Data is like free money. But you must store it somewhere if you want
to conduct any real analysis on it. Data storage is not free, so be
certain you’re clear on how much data you will need to store, where
it will be stored, how you will access it and what it will cost. Data
storage may become significant over time, and you may need to
make that data available in a data lake instead.
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Integration and analytics

 Tip 7

This one’s important. With your end goal in mind, you should have
a defined set of metrics (data) you want to capture as part of your
IoT project. This is the reason for building your project. Once you have
the data, what are you going to do with all your digital gold?!? How
exactly will you use those metrics to improve your business? How will
you analyze it and what level of analysis will you need to conduct?
Do you already have the tools in place to conduct that analysis?
Also, what existing enterprise systems will you need to feed with
your data? After all, data is no good if it’s not actionable.

Enterprise system
Remember, these systems are made up of the applications a company
uses to run its business. They span many different departments
and may have varying needs for your IoT data. New sources of data
coming in from IoT devices can support completely new processes that
weren’t possible before, or significantly improve existing ones. Process
integration is just as important as data integration and shouldn’t be
overlooked, as this is where the real action-driven magic happens.
Yes, there are a LOT of components and pieces, all with intricacies
and nuances of their own. Fear not, you don’t have to go IoT alone.
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Who can help me start
an IoT project?
When it comes down to getting an IoT project off the ground, a key
factor in your success is identifying the type of IoT vendor who can
best support your company’s needs. IoT projects tend to be complex
and require multiple technologies to work together. But there are some
focus areas for these companies. Here are a few types of companies
you might approach when scoping an IoT project:

Solution providers
Each industry has companies that have built IoT solutions supporting
that specific industry or related industries. If you’re looking for an IoT
solution for a specific industry-related need, there’s a chance someone
has already built an IoT solution to support it. In this case, you would
purchase the solution directly from them. An example of this might be
solution provider that’s built an IoT ecosystem specifically to support
smart city lighting. If you’re a municipality or governing body interested
in smart city lighting, the solution provider might be a good fit.
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OEM resellers

Platform providers

Resellers are companies that don’t build the IoT platform but instead
form a relationship with a platform provider and resell their product,
usually via the cloud. So, while you may have purchased your platform
from a company called “Amazing IoT,” in reality you may be purchasing
a technology developed and owned by a platform provider. These
resellers may have partnerships with other companies (such as device
management companies or system integrators) to help you build out
your IoT ecosystem more easily.

An IoT platform provider sells an IoT platform to solution providers, IoT
network providers, OEM resellers or directly to customers who want
to build their own IoT projects. The platforms offered by these providers
can range from user friendly to we-need-to-hire-a-ton-of-developers
to build a solution on it. Put another way, some platforms will be
more accessible by business people, while others will be completely
dependent on software developers to build out as they see fit. Take
note, you will rarely work with a single vendor for an IoT project.
Depending on what products and services the platform providers can
offer, they usually will not cover the full spectrum of your needs and
can guide you to their partner ecosystem for additional support.

IoT network providers
Like solution providers, IoT network providers may offer vertical IoT
applications. But they are also likely resellers of an IoT platform. These
companies are usually in the telecommunications industry and can
harness their own networks to support IoT solutions. They may, for
example, bundle an IoT solution with SIM cards that can connect to
devices and offer network connectivity.

 Tip 8
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IoT platform types

Comes with directions

Not all IoT platforms are created equally so it’s vital you understand
what type you’re selecting before you begin. Let’s take a look at
three options:

Developer’s playground
This type of IoT platform comes the least developed. In other words,
you’ll need to really know how to write code. This option gives you the
digital space you need to develop your own IoT solution using whatever
coding language you prefer. You can begin building your IoT solution
without having to purchase the physical hardware on which to store
it, and you don’t have use a specific set of software development tools.
Developers tend to love the platforms that give them a “playground”
of tools to code as their hearts desire. It takes a significant amount
of time and skill before you’d be allowed to play in the playground.
This option is usually provided by open source software vendors.

This type of IoT platform provides you with the building blocks
(software development tools) you need to design your IoT solution as
you see fit. In this model, the platform provider gives your developers
a helping hand. The code they write using the software development
tools is managed and stored within the cloud, which is also provided
as part of the service.
With this platform type, you may also be tied to specific cloud vendors.
A word of caution: Most of these vendors are in the market to sell cloud
and cloud services. They may use IoT as a mechanism to earn your
business, but IoT may not be their primary focus. Be careful committing
to a platform that requires you to use only their cloud environment
and services for the foreseeable future.
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This type of IoT platform is ideal if you prefer NOT to hire an army of
software developers to build your platform from scratch. This option
is friendlier for the operation technology (OT) and business people
who are driving innovation. Ready-made IoT platforms may come
from solution providers with industry-specific IoT applications,
resellers or platform providers.

A note on multi-tenancy: Multi-what? Does this mean you will
have roommates? Well, sort of. For cloud-based IoT implementations
(and depending on how you’ve agreed to buy your IoT implementation
space), your IoT project may be housed on the same cloud instance as
other customers. You’d each have a “tenant” in the cloud that would
house all your IoT-related data and information. Tenants do not access
each other’s data in any way. This type of configuration is one to keep
in mind when it comes to security, scalability and cost.

Where will your IoT platform live?

Dedicated cloud platform hosting

Like flavors of ice cream, there are several ways to host and scale IoT
projects. Each “flavor” has different characteristics when it comes
to security needs, application requirements, costs and other factors.
Most IoT platforms fall within one of several categories, though some
may be offered in one or two different “flavors” from the same vendor.
Here goes:

In this model, your IoT platform provider gives you access to a cloud
instance that’s completely private and does not host other companies.
Depending on the provider, you may also have software-as-a-service
access to the IoT platform within your dedicated cloud instance.

Ready-made

Software-as-a-service (SaaS)
This type of IoT platform is cloud-based and lets purchasers log in and
begin working immediately. This is usually the option you purchase
from a reseller or solution provider but is also available directly from
platform providers. You don’t need to set up any hardware, install
software or write code to make the tool operate. Instead, this platform
is ready-to-be-used. You can immediately begin connecting devices
and collecting data. SaaS platforms are usually hosted on a cloud
environment that is shared among several or many customers.
No, you would not share access or data.

On-premises
Some platform providers also allow you to install their platform “onpremises.” This means that the platform is installed on hardware or
the cloud you own, giving you full control of your upgrade schedule,
security and scalability. The downside is that you are then responsible
for those additional items, making projects more complex.

 Tip 9
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Building the dreaded business case
Just in case you haven’t picked up on this fact already, IoT is complex.
But, when IoT is done right with the right platform, its rewards are
worth the effort! It can fundamentally change the way you conduct
business. As with every topic about IoT, there are many examples
of business cases to be found online. Here’s guidance on several
topics to consider when building a business case and/or selecting
appropriate vendors.

Your end goal
IoT might be the next best thing your company implements. If you
think it might be right for your company, make certain you think
through your goals before starting your project.

Be sure the IoT will fully meet your needs. IoT is a commitment, a big
one. You must be laser-focused on the long-term benefits to make it
through the project development. As with all major decisions, this goal
should be the key driver for all supporting decisions and should be kept
in the forefront. So, what is it that you want to accomplish with your
IoT project/solution?

Your stakeholders
After defining your end goal, a key part of the game is to determine
who within your own organization will have a stake in the decisions
around your IoT project. These typically include the business team that
is defining the end goal, the implementation teams (both hardware
and software), your data and security compliance teams, the legal
department and, of course, the person who will sign for the purchases.
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Your go-to-market

Vendor selection

Pay attention to this one, as it’s vital to your project’s success. Your goto-market (GTM) is your playbook, your roadmap, your IoT project bible!
You can find many books written on this topic in case you want to take
a closer look. Essentially, the GTM defines your target audience (who
will pay you) and product (what exactly are you selling), your service
or product delivery mechanism (how will your customers access
your product/service), and your possible competitors (who’s going
after the same target audience). Your GTM may include a single IoT
project’s goals but you should consider building it out to include
future use cases too.

Like a marriage, once you select your primary IoT vendor to work
with, you’re fairly committed. While it’s possible to “divorce” them,
you could potentially lose an enormous amount of person hours and
money trying to separate yourself and rebuilding your IoT project.
So, whether you select a solution provider, an OEM reseller, an IoT
network provider or a platform provider, make certain the vendor can
support the devices, data, analytics and integration that are key
to making your current (and future) projects a success. If they can’t,
grab your purchase order and run the other way.

Vendor lock-in

Enterprise integration
Think back to when we talked about oily data. Data is where the real
value comes from the IoT, right? So … WHAT WILL YOU DO WITH YOURS?
Never forget where the real value of your IoT project falls and don’t let
your fabulous new data go to waste. Where will your data consumers
consume the data? How will they consume it? In some cases, they will
want immediate edge-accessible information. They may also want
to store and analyze the data more broadly to make predictions and
analyze trends. Do you need to feed your data into another system
or two to accomplish this? Which ones and will your vendor be able
to support that integration?

Not all IoT vendors are created equally. Some allow you to select
your cloud provider or hardware provider. Others do not. Some
are interoperable with your enterprise systems, and some are not.
If the IoT vendor has a strict set of partners they work with, be
certain that you can also meet your goals, including supporting your
processes, procedures, standardization and possibly regulatory
protocols. A big risk is that you lock yourself into a contractual
relationship to find out later your partners cannot support your
needs, or the costs are more than you can pay.
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Scaling

Results and business impact measurement

How big will your IoT project be on the day you go live and what
potential does it have to grow over time? Are you hopeful your
product or service will become the new Apple® and need to support
an enormous audience? If so, you must plan on how you will
accommodate this growth.

Very few companies are interested in spending money without
realizing results afterward. We’re going to take a guess here:
Your company has ROI on the top of its list when it comes to
“Reasons We Want to Invest in IoT.” After all, “because it’s cool” is not
usually a valid qualification for spend. This means you need a way
to measure the value IoT brings to your company against the costs
put forward to build it. This is tough work but it’s possible. In fact,
when done right, it could completely change how your company
does business, supports your customers and employees, and
generally makes the world smarter. Go you!

Security
Don’t do IoT at the expense of exposing sensitive company information
to a world of hackers. Make certain your tooshie is covered. This
means looking at your project from end to end to uncover any
potential security vulnerabilities. Remember, if you decide to build
and implement your own IoT system, you’ll be responsible for making
your platform bullet-proof. In fact, this can be a key deciding factor
in how you “do” IoT. Purchasing an off-the-shelf platform gives builtin and pretested security measures that are updated as security
techniques improve.

 Tip 10
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Part 3: The short yet
shameless plug
The reason we know so much about the Internet of Things is because
we sell an IoT platform. We are leaders at the IoT. If you think we can
help you, we’re here to support you! Here’s our story.

About Software AG
At Software AG, we’re committed to a world of living connections.
Every day, millions of lives around the world are connected using our
platform. With it, you can integrate any “thing” any way, anywhere.
There’s no limit to what you can connect to optimize operations,
improve the customer experience or launch new business models.

Our take on IoT
Integration is accelerating innovation, and the Internet of Things is
next-generation integration of every “thing.” To differentiate and grow,
businesses need to integrate not just core systems and cloud services
but also their “things,” all kinds of assets, everything from buildings
and cars to water meters and industrial machinery. And it’s not enough
just to collect data from these things. What matters more is being able
to analyze that data to act on opportunities to market, sell, improve,
increase customer loyalty … right now … no waiting.
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The problem: Building an IoT solution has been viewed as
complicated. It’s been a struggle for companies to do on their own.
With Software AG, you can build an IoT solution in 90 days at low cost
and get a guaranteed result. You can connect and manage any “thing”
and analyze any amount of data from those things automatically
and in real time. By using a pre-integrated platform, you can do this
faster than you could do on your own. Software AG has done all
the heavy lifting to deliver a proven (10 years of experience, analyst
leading) and “unlocked” (open) platform that’s easy to deploy (no code
in many cases) and ready for you to add your unique logic … to build
“differentiating” apps on top. You even have access to accelerators
and a team of experts to help as your IoT solutions grow.

Our 10 tips for IoT success
Tip 1: Think big but start small
Start your IoT project small and grow from there. Choose one
project with one specific business goal to show a real and
immediate business benefit.

Tip 2: Build a business case

Take the next step on your IoT journey

Think about the IoT in terms of business outcomes and longterm product strategy. What are you trying to achieve? Will
you improve plant efficiency, cater to customers in real time,
or launch innovative products as services?

To learn more about our Cumulocity IoT platform,
visit www.softwareag.com/iot

Tip 3: Integration is everything
Avoid siloes! Plan to integrate your IoT data with the systems
that run your business, like CRM and ERP systems. That way,
you can make better decisions by seeing IoT data in context
with other business data.

To meet our customers,
visit www.softwareag.com/customers
To explore our partner ecosystem,
visit www.softwareag.com/partners
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Tip 4: Make IoT for everyone

Tip 8: Make IoT simple

IT and operations people alike should be able to improve processes
and efficiencies using the IoT. Look for self-service technologies
that empower people closest to business operations to make the
most of your IoT investment.

Focus less on the “plumbing” of IoT and more on innovation.
Consider using an IoT platform that comes with ready-to-use
device management, application enablement, integration
and analytics.

Tip 5: Plan security from the start

Tip 9: Analytics are where IoT’s at

Hold your ground against hackers and data breaches! Make sure
you can protect your IoT data from end to end. Use an IoT security
solution for role-based access rights, for example, to secure
your devices.

What good is all that IoT data if you can’t analyze it? Plan to use
analytics to make fast and informed decisions. For example, using
streaming analytics with the IoT, you can refine a process in real
time … make instant offers to customers based on their real-time
behavior … or schedule a repair before something breaks.

Tip 6: Build IoT anywhere
You never know where you’ll need the IoT. So, design your solution
so it can work everywhere: on-premises, in the cloud and even
at the edge and in places where power is limited.

Tip 7: Be open to any “thing”

Tip 10: Don’t go IoT alone
Choose a platform vendor who’s got connections: an ecosystem of
partners and experts who can work with you every step of the way
in discovering new use cases, building proofs of concept, and even
managing your IoT solutions for you.

To succeed with IoT, you must be able to connect “things” fast.
So, avoid platforms that lock you into a specific cloud infrastructure,
deployment options, proprietary standards and/or hardware.
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That’s IoT! You’ve done it.
You’ve made it to the end of our knowledge sharing
guide. Now you can delight your colleagues with
your incredible knowledge of the Internet of Things.
Go forth and conquer, IoT friends!
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ABOUT SOFTWARE AG
Software AG began its journey in 1969, the year that technology helped put a man on the moon and the software industry was born. Today our infrastructure software makes a world of living connections
possible. Every day, millions of lives around the world are connected by our technologies. A fluid flow of data fuels hybrid integration and the Industrial Internet of Things. By connecting applications on
the ground and in cloud, businesses, governments and humanity can instantly see opportunities, make decisions and act immediately. Software AG connects the world to keep it living and thriving.
For more information, visit www.softwareag.com.
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